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Introduction

In the modern digital age, the demand for uninterrupted, secure, and efficient access to data and services has
driven the evolution of data centers. A data center serves as the backbone of many technological services by
hosting IT infrastructure for enterprises, cloud providers, and businesses. It houses critical systems that run
business applications, store and process vast amounts of data, and provide networking services to internal and
external users. This paper aims to explore the fundamental components of a data center, its architectural design,
physical and cybersecurity aspects, and key standards that govern its operations. In addition, we will present an
approach to designing and building a data center that aligns with industry best practices.

What is a Data Center?

A data center is a centralized facility where computing resources, such as servers, storage systems, networking
devices, and related infrastructure, are managed to support an organization’s IT operations and data storage
needs. The primary role of a data center is to store, manage, process, and distribute data while ensuring that
these services are accessible to authorized users.

Types of Data Centers can vary based on their scale, functionality, and ownership. They include:
e Enterprise Data Centers: Owned and operated by companies to support their own business operations.

e Colocation Data Centers: Third-party providers lease space, cooling, and networking to organizations
that host their own hardware.

e Cloud Data Centers: Built and operated by cloud providers like AWS, Google Cloud, and Azure to deliver
cloud computing services.

o Edge Data Centers: Distributed across multiple locations, often closer to users, to provide low-latency
services and support edge computing.
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Figure 1. Data Centers Solutions [Image Credit Goes to Ref #8]

Main Components of a Data Center Infrastructure

Several core components make up a typical data center:

1.

2.

Servers: High-performance computers that process data and run applications.

Storage Systems: Devices that provide data storage, including SAN (Storage Area Network) or NAS
(Network-Attached Storage).

Networking Equipment: Routers, switches, firewalls, and load balancers that connect devices within
the data center and to external networks.

Power Systems: Reliable power is essential, with backup power sources such as generators and
Uninterruptible Power Supplies (UPS) ensuring continuous operation.
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5. Cooling Systems: Data centers generate considerable heat, necessitating advanced HVAC (Heating,
Ventilation, and Air Conditioning) systems to maintain optimal temperatures.

6. Security Systems: Both physical and digital security measures are crucial to protecting sensitive data

and infrastructure.
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Figure 2. lllustrate the proposed data centre. [Image Credit goes to Ref # 7]

Data Center Architecture

Data center architecture refers to the blueprint that defines how all the components of a data center are
structured and interconnected. A well-designed architecture optimizes the space, power consumption, network
topology, and security of a data center. The architecture of a data center can be broken down into several layers:

e Core Layer: The backbone that connects all devices and ensures communication.
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o Distribution Layer: Intermediate between the core and access layers, helping to distribute network
traffic.

e Access Layer: Where end devices, such as servers and storage systems, are connected to the network.
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Figure 3. Data Center Design Model [Image Credit Goes to Ref #6]
When considering how to create a data center, it is essential to focus on the following aspects:

e Scalability: The architecture should support future growth and allow for easy expansion of computing
resources.

¢ Redundancy: High availability is crucial, so redundant systems should be in place to prevent failure.
e Modularity: Components should be modular, enabling flexible upgrades and replacements.

e Security: A robust cybersecurity strategy should protect against threats and ensure data integrity and
confidentiality.
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Data Center Standards

To ensure data center efficiency, reliability, and security, several industry standards have been developed, such
as:

o TIA-942: Defines the design and setup guidelines, including cabling infrastructure and redundancy.
e ISO/IEC 27001: Focuses on information security management.

¢ Uptime Institute: Offers a classification system for data centers based on their redundancy and fault
tolerance.

Data Center Tier Levels

Data centers are often classified into Tier Levels, defined by the Uptime Institute, to denote their reliability and
uptime:

e Tier |: Basic capacity, providing 99.671% uptime. Limited to non-redundant capacity.
o Tier ll: Provides 99.741% uptime with some redundancy in power and cooling.
e Tierlll: 99.982% uptime with multiple redundant systems for maintenance.

e Tier IV: Highest level, 99.995% uptime, fully fault-tolerant and offers the most redundancy.

Interesting Aspects of Data Center Design

e Green Data Centers: Focus on reducing energy consumption through energy-efficient designs,
renewable energy sources, and heat recycling.

e Edge Computing: The rising demand for lower latency in services has led to the design of edge data
centers that are physically closer to the end-users.

o Software-Defined Data Centers (SDDCs): These data centers rely on virtualization for better resource
management, making them more flexible and cost-efficient.

Data Center Security Implementation

The importance of data center security cannot be overstated, especially in today’s cybersecurity landscape.
Security in a data center can be categorized into:

o Physical Security: Involves access control measures like biometric systems, surveillance, and security
personnel to prevent unauthorized physical access to the infrastructure.
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¢ Network Security: Firewalls, Intrusion Detection Systems (IDS), VLANs and encryption are critical to
preventing cyber-attacks and ensuring that data traveling through the network remains secure.

Logical Segregation in a Server Farm with VLANs
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Figure 4. Logical segregation with VLANs [Image Credit Goes to Ref #6]

e Application Security: Protects the data center’s applications from threats like DDoS attacks, SQL
injections, and malware.

Cybersecurity for a data center focuses on implementing advanced techniques and physical segregation or
logical segregation, including Zero Trust Architecture, where every access request is verified, and regular
vulnerability assessments to prevent intrusions.
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Figure 5. Physical segregation or logical segregation [Image Credit Goes to Ref #6]

How to Design a Data Center

Designing a data center requires careful planning and consideration of the following:
1. Ildentify the Purpose: Define the data center's main functions (e.g., cloud services, enterprise hosting).

2. Determine the Capacity Needs: Estimate the power, cooling, and storage requirements based on the
expected workload.

3. Plan for Redundancy and High Availability: Implement redundant systems for power, networking, and
cooling to ensure uninterrupted service.

4. Implement Scalability: Allow space and resources for future growth.

5. Incorporate Security Measures: Ensure both physical and cyber security protocols are in place.
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Figure 6. Multi-tier data center model [Image Credit Goes to Ref #6]

Example of Creating a Data Center

Let’s consider the example of a mid-sized enterprise looking to build its own data center:

1. Assessment Phase: The company first evaluates its needs—such as hosting applications for customers,
internal databases, and cloud services for clients.

2. Architecture Design: Based on workload requirements, the IT team designs a Tier lll data center, which
guarantees high availability and redundancy. The architecture includes virtualization technologies for
scalability, allowing the data center to easily accommodate additional servers as demand grows.

3. Security Integration: To protect sensitive customer data, the data center is equipped with advanced
cybersecurity measures, including firewalls, multi-factor authentication, and encryption for data at rest
and in transit. Physical security is ensured by limiting access to authorized personnel through biometric
scans and CCTV monitoring.

4. Sustainability: The company invests in energy-efficient cooling systems, reducing power consumption
while maintaining performance standards.
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By following a structured design approach and integrating the latest technological advancements, this enterprise
creates a secure, scalable, and efficient data center capable of supporting its business operations for years to
come.

Standards
e Uptime Institute (Tier Classification)
e |SO/IEC 27001 Security Standard
o TIA-942 Data Center Design Guidelines

e DINEN 50600 a European standard for data centers

Implementing the ISO/IEC 27001 Security Standard for Securing a Data Center

ISO/IEC 27001 is a globally recognized standard for Information Security Management Systems (ISMS). It
provides a systematic approach for managing sensitive company information so that it remains secure. This
standard is particularly valuable for securing data centers, where large amounts of critical and sensitive data are
stored, processed, and transmitted. Below is how ISO/IEC 27001 can be applied to secure a data center:

Key Steps in Using ISO/IEC 27001 for Data Center Security:

Risk Assessment and Management:

o ldentify Risks: ISO/IEC 27001 requires identifying the potential threats and vulnerabilities
specific to the data center environment, such as power failures, cyber-attacks, and physical
security breaches.

o Assess Risks: Analyze the likelihood and impact of these threats on the confidentiality, integrity,
and availability of information.

o Mitigation Plans: Develop strategies to mitigate these risks, such as installing firewalls for
network security or implementing redundant power supplies for reliability.

Physical Security Controls:

o Access Control Policies: Restrict access to the data center to authorized personnel only. Use
biometric systems, key cards, or facial recognition for securing entry points.
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o Surveillance: Employ CCTV systems to monitor and record all activity inside and around the data
center.

o Mantraps and Secure Zones: Incorporate mantraps (a security system with two sequential
doors) to prevent unauthorized personnel from tailgating or gaining unapproved access to critical
areas.

Technical Security Measures:

o Encryption: Data should be encrypted both at rest (stored data) and in transit (data moving
across networks) to prevent unauthorized access.

o Firewalls and Intrusion Detection Systems (IDS): Use firewalls to protect against external
threats, and IDS to monitor suspicious activities within the network.

Operational Security Controls:

o Security Awareness Training: Train staff regularly on security procedures, including how to
respond to physical breaches or cybersecurity threats.

o Incident Response: ISO/IEC 27001 mandates having an incident management process. This
includes identifying, reporting, and resolving security incidents (such as breaches or equipment
failures).

Regular Audits and Continuous Improvement:

o Conduct periodic audits of the security measures and update them based on new threats or
changes in data center architecture.

o Perform internal and external audits to ensure compliance with the ISO/IEC 27001 standard
and continuously improve security practices.

Benefits of ISO/IEC 27001 in Data Centers:

e Compliance and Reputation: Adhering to ISO/IEC 27001 improves customer confidence and may be
required for compliance with legal regulations.

o Cost Efficiency: By identifying risks early, it reduces the potential costs associated with data breaches
or system downtimes.

e Structured Security: Provides a systematic approach to securing the data center, covering physical,
technical, and administrative safeguards.
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Comparison of Key Security and Environmental Control Systems in Data Centers

Data centers are highly complex environments, requiring a combination of physical security and environmental
control systems to ensure both data and equipment are protected. Below is a breakdown of the various systems
that play a crucial role in data center security and maintenance:

1. Alarm System:
e Function: Alerts personnel to unauthorized access or potential breaches.
o Usage: Typically installed at entry points, windows, and key access zones.
¢ Rolein Data Centers: Alerts for breaches of physical security or unauthorized access attempts.

2. Mantrap:

o Function: Aphysical security mechanism that involves two interlocking doors that only allow one person
to pass through at a time.

e Usage: Requires authentication at each door, preventing tailgating (unauthorized individuals entering
along with authorized personnel).

o RoleinData Centers: Ensures only one person at atime gains access to restricted areas, adding an extra
layer of protection.

3. Signage:
¢ Function: Signboards that display information or warnings.

e Usage: Used to mark restricted areas, safety procedures, or hazards (e.g., “No Unauthorized Access,”
“Fire Extinguisher Location”).

¢ Rolein Data Centers: Helps guide authorized personnel and prevent accidents or security breaches.
4. CCTV (Closed-Circuit Television):

o Function: Monitors and records activities in and around the data center.

¢ Usage: Cameras are placed at entry points, server rooms, and hallways for 24/7 surveillance.

o RoleinDataCenters: Provides real-time monitoring and recording, allowing security personnel to detect
and review any suspicious activity.
5. Fire Detection and Suppression System:

o Function: Detects smoke, heat, or fire and initiates fire suppression.

e Usage: Includes smoke detectors, fire alarms, and automated fire suppression systems (e.g., water mist,
inert gas systems).

¢ Rolein Data Centers: Prevents fires from damaging critical equipment or causing service interruptions.
Water-based systems are usually avoided in favor of gas-based systems like FM-200 or NOVEC to protect
sensitive electronics.
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6. Temperature Control Systems:

¢ Function: Monitors and regulates the temperature to prevent overheating of equipment.

¢ Usage: Temperature sensors are placed throughout the data center, and the HVAC system ensures the
environment stays within a predefined range.

¢ Rolein Data Centers: Prevents hardware from malfunctioning or failing due to excessive heat.
7. Cooling System:

¢ Function: Provides cool air to the data center to regulate temperature.

e Usage: Includes air conditioning units, liquid cooling systems, and raised floor cooling methods.

¢ Role in Data Centers: Essential to prevent equipment overheating, which could lead to downtime or
equipment damage. Efficient cooling systems improve energy efficiency.

8. Humidity Control System:
¢ Function: Maintains humidity levels within acceptable limits to protect equipment.
e Usage: Works in conjunction with the cooling system to regulate humidity.

o Role in Data Centers: Too much humidity can lead to condensation, causing hardware damage, while
too little can create static electricity, which also harms sensitive equipment.

9. Monitoring System:

e Function: Tracks various environmental and security factors such as temperature, humidity, power
usage, and access control.

e Usage: Centralized dashboards provide real-time information on the status of all key systems.

¢ Role in Data Centers: Helps operators maintain optimal operating conditions and quickly respond to
potential issues (e.g., overheating, unauthorized access, or system failures).

10. Power Systems (UPS and Backup Generators):
e Function: Ensures uninterrupted power supply in the event of an outage.

e Usage: Includes Uninterruptible Power Supplies (UPS) for immediate power backup and diesel
generators for long-term outages.

¢ Role in Data Centers: Critical for maintaining continuous operations, especially during power failures,
preventing data loss and downtime.

11. Access Control System:
¢ Function: Controls who can enter various parts of the data center.
o Usage: Biometric scanners, RFID cards, or pin code systems.

¢ RoleinData Centers: Limits access to sensitive areas (e.g., server rooms), ensuring that only authorized
personnel can enter.
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12. Redundant Systems:

¢ Function: Backup systems that kick in if the primary systems fail.
o Usage: Redundant power supplies, networking components, and storage systems.

¢ Role in Data Centers: Ensures high availability and fault tolerance, maintaining operations even if a
component fails.

13. Leak Detection System:

¢ Function: Detects water leaks or other liquid spills.
o Usage: Sensors are placed under raised floors or around HVAC units.

¢ Rolein Data Centers: Prevents potential water damage that could harm sensitive electronic equipment.

Important Issues in Data Centers

1. Energy Efficiency: Modern data centers must focus on energy-efficient design, minimizing energy waste,
and reducing operational costs.

2. Compliance and Regulatory Issues: Data centers often need to comply with various legal and industry-
specific regulations, such as GDPR for data protection.

3. Disaster Recovery: Comprehensive disaster recovery planning is essential to ensure business
continuity in the event of a catastrophic failure.

Conclusion

Data centers are vital for today’s digital landscape, providing the infrastructure for countless services and
operations. Designing and building a data center involves several critical aspects, from choosing the right
components and architecture to implementing comprehensive security measures. As technology advances, the
emergence of new trends such as edge computing and green data centers will continue to shape the evolution
of data center design. By adhering to industry standards and focusing on scalability, security, and efficiency,
organizations can create data centers that are both robust and future-proof.

Securing a data center involves multiple layers of protection, ranging from physical security measures to
technical safeguards like encryption and firewalls. Implementing the ISO/IEC 27001 standard provides a
structured approach to identifying and mitigating risks, while maintaining a balance between security and
operational efficiency. Furthermore, the integration of advanced systems such as CCTV, fire detection,
temperature and humidity control, and redundant power supplies ensures that data centers can operate
smoothly, even in challenging circumstances.

Website: https://tsolglobal.com

email: info@tsolglobal.com, tsol.global365@gmail.com
Contact: +447305478249

Edinburgh, United Kingdom



https://tsolglobal.com/
mailto:info@tsolglobal.como
mailto:tsol.global365@gmail.com

&%) T-SOL GLOBAL

Reference
1. https://www.isms.online/iso-27001/checklist/annex-a-5-25-checklist/
2. https://www.iso.org/standard/27001
3. https://www.device42.com/compliance-standards/iso-27001-compliance-checklist/
4. Data Center Design and Architect;

https://www.youtube.com/watch?v=iHGwu1lwGmls&list=PLRcaeWICY4aBBp-
wF_LZgsqy4nO3yqn7F&index=1

5. Data Center Architecture Overview, Md. Abdur Rashid;
https://www.researchgate.net/publication/334374013_Data_Center_Architecture_Overview

6. Data Center Design & Virtualization, Md. Jahangir Hossain ; https://www.mynog.org/wp-
content/uploads/2012/01/DataCenter-Design-VirtualizationF-MyNOG-2.pdf

7. Data Centre Infrastructure: Design and Performance, Yaseein Soubhi Hussein, Maen Alrashd, Ahmed
Saeed Alabed and Saleh Alomar; https://www.intechopen.com/chapters/86024

8. Data Centers Solutions; https://www.legrand.co.id/en/solutions/data-center-solutions

9. https://www.tuev-nord.de/de/unternehmen/zertifizierung/din-en-
50600/#:~:text=Was%20ist%20die%20DIN%20EN,den%20Betrieb%20von%20Rechenzentren%20mac
ht

Website: https://tsolglobal.com

email: info@tsolglobal.com, tsol.global365@gmail.com
Contact: +447305478249

Edinburgh, United Kingdom



https://tsolglobal.com/
mailto:info@tsolglobal.como
mailto:tsol.global365@gmail.com
https://www.isms.online/iso-27001/checklist/annex-a-5-25-checklist/
https://www.iso.org/standard/27001
https://www.device42.com/compliance-standards/iso-27001-compliance-checklist/
https://www.youtube.com/watch?v=iHGwu1wGmls&list=PLRcaeWICY4aBBp-wF_LZgsqy4nO3yqn7F&index=1
https://www.youtube.com/watch?v=iHGwu1wGmls&list=PLRcaeWICY4aBBp-wF_LZgsqy4nO3yqn7F&index=1
https://www.researchgate.net/publication/334374013_Data_Center_Architecture_Overview
https://www.mynog.org/wp-content/uploads/2012/01/DataCenter-Design-VirtualizationF-MyNOG-2.pdf
https://www.mynog.org/wp-content/uploads/2012/01/DataCenter-Design-VirtualizationF-MyNOG-2.pdf
https://www.intechopen.com/chapters/86024
https://www.legrand.co.id/en/solutions/data-center-solutions
https://www.tuev-nord.de/de/unternehmen/zertifizierung/din-en-50600/#:~:text=Was%20ist%20die%20DIN%20EN,den%20Betrieb%20von%20Rechenzentren%20macht
https://www.tuev-nord.de/de/unternehmen/zertifizierung/din-en-50600/#:~:text=Was%20ist%20die%20DIN%20EN,den%20Betrieb%20von%20Rechenzentren%20macht
https://www.tuev-nord.de/de/unternehmen/zertifizierung/din-en-50600/#:~:text=Was%20ist%20die%20DIN%20EN,den%20Betrieb%20von%20Rechenzentren%20macht

&%) T-SOL GLOBAL

Appendix A:

ISO 27001:2022 Data Center Checklist

ISO 27001 ISO 27001 Control
Data Center Checklist Action
Control Number Checklist
Annex A.5
Organizational
Controls
A 5.1 Policies for Information||Ensure that security policies address data center operations
o Security and physical security.
Information Security . . R
A5.2 Roles and Define roles for data center staff with clear responsibilities for
o hysical and cyber security.
Responsibilities phy y y
. . Ensure duties are segregated between data center operations
A.5.3 Segregation of Duties . . greg . ) P
and security functions to reduce conflicts of interest.
Implement a threat intelligence system to monitor and respond
A.5.7 Threat Intelligence P . 8 . y P
to potential data center security threats.
A 5.9 Inventory of Information||Maintain an up-to-date inventory of all hardware, software, and
o and Other Assets information assets within the data center.
Ensure secure return or disposal of data center assets, such as
A.5.11 Return of Assets . P
decommissioned hardware.
A5.12 Classification of{|Apply information classification schemes to data stored and
o Information processed within the data center.
. Securely manage the transfer of sensitive data between data
A.5.14 Information Transfer . .
centers or third parties.
Establish physical and logical access control systems to protect
A.5.15 Access Control P .y g y P
data center infrastructure.
Use identity management systems for controlling access to data
A.5.16 Identity Management y. g Y g
center premises and systems.
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ISO 27001
Control Number

1ISO 27001 Control
Checklist

Data Center Checklist Action

Assess and ensure that suppliers meet data center security

During Disruption

Information Security in
A.5.19 . ) 'y standards, including those providing power, cooling, and
Supplier Relationships .
network services.
Information Security for|Implement controls for securing cloud services that
A.5.23 . . .
Use of Cloud Services interoperate with the data center.
Develop contingenc lans to maintain security during a
Information Security|| . p gency p i y g
A.5.29 disruption, such as a power outage or disaster recovery

scenario.

Annex A.6 People
Controls

Conduct background checks on data center personnel with

A.6.1 Screening .
access to sensitive areas.
Information Security Provide ongoing training to staff on data center security policies
A.6.3 Awareness, Education, ) going g yp
. and incident response.
and Training
AG.7 Remote Working Ensure that data ‘center remote working staff follow secure
access protocols, including VPNs and MFA.
Annex A.7
Physical
Controls
A7 1 Physical Security||Establish secure perimeters around the data center, including
o Perimeters fences, barriers, and security gates.
Implement biometric or card-based access systems to control
A.7.2 Physical Entry P y
entry to the data center.
A7.3 Securing Offices, Rooms,||[Ensure that server rooms, offices, and facilities within the data
o and Facilities center are physically secured.
A4 Physical Security||Install CCTV, alarm systems, and 24/7 monitoring to detect
o Monitoring unauthorized access.
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1ISO 27001 ISO 27001 Control
Data Center Checklist Acti
Control Number Checklist ata Lenter Lhecidist Action
Protecting Against . . . .
Implement fire s ression, cooling, and flood protection
A.7.5 Physical and| " e SUppress! né protect!
. systems to mitigate environmental risks.
Environmental Threats
Ensure staff working in secure areas follow strict access and
A.7.6 Working in Secure Areas u W ,I g " W st
equipment handling protocols.
A7.8 Equipment Siting and|Ensure equipment like servers, switches, and storage devices
o Protection are located in secure and well-protected areas.
A7.9 Security of Assets Off-||[Ensure assets taken off-premises, such as backup tapes or
o Premises equipment, are secured.
Implement secure handling and disposal procedures for storage
A.7.10 Storage Media P . . 8 P P &
media (e.g., hard drives, backup tapes).
Ensure backup power, HVAC systems, and other utilities critical
A7.11 Supporting Utilities R y )
to the data center are redundant and monitored.
Secure network cabling and power cables to prevent tamperin
A.7.12 Cabling Security , gandp P pering
or accidental damage.
A7 14 Secure Disposal or Re-|[Ensure secure wiping or destruction of data on
o Use of Equipment decommissioned hardware.
Annex A.8
Technological
Controls
int i in th t t .g., lapt ,
A 8.1 User Endpoint Devices Secure endpoint devices used |.n e data center (e.g., laptops
control panels) through encryption and access control.
A8.3 Information Access||Implement restrictions on who can access information within
o Restriction the data center based on roles.
A 8.5 Secure Authentication Use multi-factor authentication for accessing data center
systems.
A8.7 Protection Against||Install and maintain anti-malware solutions on data center
o Malware systems to protect against attacks.
A8.8 Management of Technical||Regularly patch software and hardware in the data center to
o Vulnerabilities address vulnerabilities.
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ISO 27001 ISO 27001 Control
Data Center Checklist Action
Control Number Checklist ! :
A.8.9 Configuration Implement processes to manage and monitor configuration
e Management changes to data center hardware and software.
. . Ensure secure deletion of sensitive data from servers, storage
A.8.10 Information Deletion .
systems, and backup devices.
Use data masking techniques to protect sensitive information
A.8.11 Data Masking fmasking techniqu P Hve ! '
when testing or transmitting data.
Maintain regular backups of critical data and test the recover
A.8.13 Information Backup ntal g_u i up - very
process periodically.
Redundanc of
. y . __|[Ensure redundancy for critical systems (e.g., servers, network
A.8.14 Information  Processing . N .
_ devices) to maintain uptime.
Facilities
Ensure that data center systems log security events for auditin
A8.15 Logging ur at ¢ r sy g urity ev r auditing
and monitoring purposes.
Implement 24/7 monitoring of data center activities, includin
A.8.16 Monitoring Activities Pie - ne g
physical and digital security events.
A8.17 Clock Synchronization Ensure all daté center sysjc?ms maintain synchronized clocks for
accurate logging and auditing.
Implement firewalls, IDS/IPS, and encryption to secure data
A.8.20 Network Security [PeTTISnt Trew o na encryption ur
center network communications.
A.8.21 Security of Network|[Ensure network services like DNS, VPN, and IP services are
e Services securely managed and monitored.
Implement strong encryption for sensitive data storage,
A.8.24 Use of Cryptography P .. & vP &
transmission, and backups.
A.8.95 Secure Development Life|[Ensure secure coding practices are followed when developing or
o Cycle deploying software in the data center.
Securit Testin in
y g Conduct security testing on new systems or software before
A.8.29 Development and ) . .
deploying them in the data center environment.
Acceptance
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