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Comprehensive Overview and Fundamental Usage of Wireshark 

 

Introduction 

Wireshark is a powerful network traffic analyzer used for detecting and troubleshooting network problems, 

identifying security anomalies, and investigating protocol details. This tool allows analysts to capture and 

interactively browse the traffic running on a computer network. Below is a detailed guide on its usage, 

interface, and functionalities. 

 

Use Cases 

1. Detecting and Troubleshooting Network Issues: 
o Identifying network load failure points. 
o Detecting congestion and other network inefficiencies. 

2. Security Anomaly Detection: 
o Identifying rogue hosts. 
o Spotting abnormal port usage. 
o Analyzing suspicious traffic patterns. 

3. Protocol Analysis and Learning: 
o Investigating protocol response codes. 
o Examining payload data. 

Note: Wireshark is not an Intrusion Detection System (IDS) and does not modify packets; it only reads 

them. Analysts must use their expertise to discover and investigate anomalies. 

 

Wireshark GUI Overview 

Wireshark's graphical user interface (GUI) is designed for ease of use, with multiple sections for 

comprehensive traffic analysis: 

1. Toolbar: 
o Contains menus and shortcuts for packet sniffing, processing, filtering, sorting, summarizing, 

exporting, and merging. 

2. Display Filter Bar: 
o The main section for querying and filtering network data. 

3. Recent Files: 
o A list of recently investigated files for quick access. 
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4. Capture Filter and Interfaces: 
o Lists capture filters and available network interfaces (e.g., lo, eth0, ens33). 

5. Status Bar: 
o Displays tool status, active profile, and numeric packet information. 

 

Loading PCAP Files 

To analyze packets, you can load PCAP files into Wireshark through the "File" menu, by dragging and 

dropping, or by double-clicking the file. The loaded file will display detailed packet information, split into 

three panes: 

1. Packet List Pane: 
o Summarizes each packet (source, destination, protocol, and info). 
o Selecting a packet displays its details in the other panes. 

2. Packet Details Pane: 
o Breaks down the selected packet's protocol details. 

3. Packet Bytes Pane: 
o Displays the selected packet in hexadecimal and ASCII formats, highlighting fields based on 

the details pane selection. 

 

 

Colouring Packets 

Wireshark uses packet coloring to help analysts quickly identify anomalies and protocols. 

 Temporary Rules: 
o Available only during the current session. 

 Permanent Rules: 
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o Saved under the profile for future sessions. 

To create or manage coloring rules, use the right-click menu or navigate to "View --> Coloring Rules." 

 

Traffic Sniffing 

Wireshark can start and stop traffic capture using toolbar buttons: 

 Blue Shark Button: Starts sniffing. 
 Red Button: Stops sniffing. 
 Green Button: Restarts sniffing. 

The status bar will show the active interface and the number of collected packets. 

 

 

 

 

Merging PCAP Files 

Wireshark allows merging two PCAP files into one via "File --> Merge." This function is useful for 

consolidating data from multiple captures. 
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Viewing File Details 

To view detailed information about a capture file (such as hash, capture time, comments, interface, and 

statistics): 

 Navigate to "Statistics --> Capture File Properties." 
 Click the "PCAP icon" at the bottom left of the window. 
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Packet Dissection 

Packet dissection, also known as protocol dissection, involves investigating packet details by decoding 

available protocols and fields. Wireshark supports a wide range of protocols for dissection and allows users 

to write custom dissection scripts. 

Packets in Wireshark are broken down according to the OSI model, typically consisting of 5 to 7 layers: 

1. Frame (Layer 1): Shows frame/packet details specific to the Physical layer. 
2. Source [MAC] (Layer 2): Displays source and destination MAC addresses from the Data Link layer. 
3. Source [IP] (Layer 3): Shows source and destination IPv4 addresses from the Network layer. 
4. Protocol (Layer 4): Details protocol used (UDP/TCP), source, and destination ports from the 

Transport layer. 
5. Protocol Errors: Continuation of Layer 4 showing specific TCP segments needing reassembly. 
6. Application Protocol (Layer 5): Details specific to the protocol used, such as HTTP, FTP, SMB, 

from the Application layer. 
7. Application Data: Extension of Layer 5 showing application-specific data. 

 

 

Packet Navigation 

Wireshark offers several features to facilitate the navigation and analysis of packets in large captures: 
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1. Packet Numbers: 
o Each packet is assigned a unique number for easy reference and navigation. 

2. Go to Packet: 
o Navigate between packets using the "Go" menu or toolbar. 

 

3. Find Packets: 
o Search for packets based on content using the "Edit --> Find Packet" menu. 
o Supports various input types (Display filter, Hex, String, Regex) and search fields (packet 

list, packet details, packet bytes). 
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4. Mark Packets: 
o Mark packets for further investigation using the "Edit" or right-click menu. 
o Marked packets are highlighted in black. 

5. Packet Comments: 
o Add comments to packets for additional context and future reference. 

6. Export Packets: 
o Export specific packets from the capture file for deeper analysis or sharing. 

 

7. Export Objects: 
o Extract files transferred over the network from specific protocol streams (DICOM, HTTP, IMF, 

SMB, TFTP). 
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8. Time Display Format: 
o Change the time display format for better analysis, commonly using UTC. 
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9. Expert Info: 
o Wireshark provides expert information on protocol states to help identify potential issues. 
o Categories include Chat (Blue), Note (Cyan), Warn (Yellow), and Error (Red). 

 

 

Packet Filtering 

Wireshark has a powerful filter engine that helps analysts narrow down the traffic and focus on the event of 

interest. There are two types of filtering approaches: capture filters and display filters. 

1. Capture Filters: 
o Used during packet capture to only collect packets that meet specific criteria. 

2. Display Filters: 
o Applied after packet capture to view specific packets that meet certain criteria. 

Apply as Filter 

 Click on a field and use the "right-click menu" or "Analyse --> Apply as Filter" to filter specific values. 
Wireshark will generate and apply the required filter query, displaying only the selected packets. 
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Conversation Filter 

 Use the "Conversation Filter" to view all packets linked by IP addresses and port numbers. This 
helps in analyzing specific conversations. 

 

Colourise Conversation 

 Highlights linked packets without reducing the number of viewed packets, using the "right-click 
menu" or "View --> Colourise Conversation" menu. 

Prepare as Filter 

 Similar to "Apply as Filter" but adds the query to the pane without applying it immediately, waiting for 
the execution command or further filtering options. 
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Apply as Column 

 Adds specific values/fields as columns in the packet list pane for easier examination across packets. 

 

Follow Stream 

 Reconstructs streams to view raw traffic at the application level, useful for seeing unencrypted data 
such as usernames and passwords. 

 

 

Conclusion 

Wireshark is an essential tool for network analysts and cybersecurity professionals. Its ability to capture and 

analyze network traffic in detail makes it invaluable for troubleshooting, security investigations, and 

learning protocol intricacies. Familiarity with its interface and functions is crucial for effective use. 

https://tsolglobal.com/
mailto:info@tsolglobal.como
mailto:tsol.global365@gmail.com


 
 

 
Website: https://tsolglobal.com 
email: info@tsolglobal.com , tsol.global365@gmail.com 
Contact: +447305478249 
Edinburgh, United Kingdom 

 

References 

 Wireshark: The Basics: Link 
 TryHackMe | Wireshark: The Basics Writeup Link 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://tsolglobal.com/
mailto:info@tsolglobal.como
mailto:tsol.global365@gmail.com
https://tryhackme.com/r/room/wiresharkthebasics
https://medium.com/@CarsonS/tryhackme-wireshark-the-basics-writeup-2e364d86661c


 
 

 
Website: https://tsolglobal.com 
email: info@tsolglobal.com , tsol.global365@gmail.com 
Contact: +447305478249 
Edinburgh, United Kingdom 

Appendix 

 

Use the "Exercise.pcapng" file to answer the questions. 

Read the "capture file comments". What is the flag? 

 

 
What is the total number of packets? 
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What is the SHA256 hash value of the capture file? 

 

View packet number 38. Which markup language is used under the HTTP protocol? 

 
 

What is the arrival date of the packet? (Answer format: Month/Day/Year) 
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What is the TTL value? 

 

What is the TCP payload size? 
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What is the e-tag value? 

 

 

Search the "r4w" string in packet details. What is the name of artist 1? 
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Go to packet 12 and read the comments. What is the answer? 

 

 

 

 

There is a ".txt" file inside the capture file. Find the file and read it; what is the alien's name? 
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Look at the expert info section. What is the number of warnings? 
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